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Description 



INTERNET USE MONITORING SYSTEM 

AND METHOD 

Background of Invention 
Field of the Invention 

[0001] The present invention generally relates to a computer 

program for monitoring select Internet activities of a user 
of a selected computer to which the program is installed, 
and more particularly to a voluntary monitoring program 
configured to monitor multiple Internet access activities, 
such as web browsing, file sharing programs, news 
groups, chat rooms, peer to peer chats, file transfer pro- 
tocols, e-mails sent and received, and the like. 
Discussion of the Prior Art 

[0002] Although it would be desirable or even necessary to block 
access to objectionable material from some users in web 
sites and the like, this is often not possible as a practical 
matter. Such blocking may either compulsorily or volun- 



tarily monitor the usage of a selected computer or in 
some case televisions and compile a record of the web 
sites or channels accessed by that particular user. This 
record could be made available to select third party recip- 
ients automatically and at pre-determined time intervals, 
or access to the record may be provided to the selected 
third party recipient. 

[0003] For example, US patent application 2003/0130979 to 
Matz, et al. describes a system having a content-ac- 
cess-history database that includes information about ac- 
tions the subscriber has taken to access certain types of 
content, such as television programming and the like on 
web sites. Although one of the embodiments of this in- 
vention states that providers may use the system for 
monitoring the internet, it does not describe how the sys- 
tem could be adapted for such use and mainly describes 
the use as applied to televisions. 

[0004] site specific internet usage monitoring programs are also 
generally known in the art. Such monitoring programs 
may be installed by employers or parents to monitor the 
web sites visited by employees or children respectively. It 
may also be desirable to monitor web sites accessed by 
other persons under a variety of different circumstances. 



Involuntary applications of these types of programs are 
often used by employers. The employee has no choice but 
to accept the monitoring activity on the computer since 
they have no expectation of privacy for business owned 
systems. In a voluntary monitoring system, the user 
knowingly and voluntarily has the monitoring program in- 
stalled on a particular computer to monitor his internet 
activities. The user may even select one or more third 
party recipients to receive, or have access to a report con- 
taining a record of the internet activity of the computer 
user. 

[0005] For example, US 6,606,657 to Zilbertstein, et al., de- 
scribes a system to gather and report detailed information 
on a user's web site visitation. Here, a server system is 
connected to the internet and receives, processes and 
supplies detailed user information such as the sites visited 
and the duration and times of such visits. Such informa- 
tion is gathered and transmitted to subscribers who have 
reporting and communicating software installed. In addi- 
tion, the users submit profile information about them- 
selves. Demographic information as to the popularity of 
visited web sites may then be easily determined, stored 
and updated by the server. This demographic information, 



in turn, may be provided to other users, or web site oper- 
ators and advertisers. The invention disclosed also allows 
users to initiate chat sessions with other users visiting a 
particular web site, or post a virtual note on the site for 
other subscribers to read. A disadvantage to this invention 
is that most of the web monitoring information is pro- 
vided to the website owners and operators not the users. 
[0006] us 6,449,604 to Hansen, et al. describes a system for dis- 
playing information on the Web page usage. Statistical in- 
formation and usage analysis produced by this invention 
is available to owners and web-site operators. A disad- 
vantage to this invention is that it focuses on website use, 
not a user's usage. US 6,052,730 to Feliciano, et al. dis- 
closes a method for monitoring web browsing activities 
that does not require modification or reconfiguration of 
client software, and does not require information from 
other servers. Complete tracking of a client browsing ses- 
sion is allowed, including detailed link usage, page visits, 
and the sequence in which the accessing took place. The 
invention also allows such tracking information to be gen- 
erated and recorded through the use of a single server. 
The disadvantage to this invention is that the method is 
transparent to the client browser. 



[0007] us 6,397,256 to Chan, et al. describes a device for trans- 
mitting browser activity to a monitoring unit. The moni- 
toring unit is remotely located from the Internet access 
unit and coupled to the transmission device, the monitor- 
ing unit including a display for viewing, and recording In- 
ternet activity of the Internet access unit. The system may 
be activated via a remote command module and may in- 
clude a password protected interface on the Internet 
browser (via the software plug-in). Unfortunately, this 
system is fairly complicated in that it requires an installed 
transmission adapter card. 

[0008] while the voluntary programs currently available in the art 
are configured to monitor web sites accessed by the com- 
puter user, they do not offer the capability to monitor the 
activities resulting from use of other protocols, such as 
access to file share programs, news groups, chat rooms, 
peer to peer chats, file transfer protocols, and e-mails. 
Without these capabilities a user may circumvent a moni- 
toring program by accessing unmonitored internet proto- 
cols. 

[0009] Although there is known in the art various means to mon- 
itor computer use, there is a desire and need in the art to 
provide a computer use monitoring program capable of 



monitoring and recording a variety of internet activities of 
a particular computer user including web browsing activ- 
ity, file share programs use, news group access, chat 
room activity, peer to peer chat activities, file transfer 
protocol use, e-mails sent and received, and the like. This 
monitoring could then be recorded and made available to 
not only the user, but also to a third party recipient. There 
is a further need to provide an internet monitoring pro- 
gram capable of generating and providing a report having 
information related to the above described internet activi- 
ties. 

Summary of Invention 

[0010] Accordingly, the present invention provides an Internet 

monitoring system and method configured to monitor and 
record Internet activities of a particular computer user in- 
cluding web browsing activity, file sharing program ac- 
cess, news group access, chat room activity, peer to peer 
chat activity, file transfer protocol access, and e-mails 
sent and received. Current voluntary monitoring programs 
available in the art are limited to monitoring and reporting 
on web browsing activities. The system and method of the 
present invention also records and makes available this 
monitoring activity to a designated third party recipient. 



The reports may further include a link connecting re- 
ported information related to these different protocols. 

[0011] | n one embodiment of the present invention, a system for 
monitoring Internet use of a selected computer user in- 
cludes a remote server and a computer communicatively 
connected to the remote server and having a monitoring 
program installed thereon by the computer user. The 
monitoring program is configured to monitor Internet ac- 
cess activity of the computer user and record the Internet 
access activity on the remote server. The Internet access 
activity includes at least one Internet protocol from the 
group consisting of network news transfer protocols, file 
sharing programs, file transfer protocols, chat room ac- 
cess, peer to peer chat access and electronic mail activity. 

[0012] in another embodiment of the present invention, a 

method of monitoring Internet use of a selected computer 
user includes the steps of: a user voluntarily installing a 
monitoring program on the computer, the program con- 
figured to monitor Internet access activity of the user, the 
Internet access activity including at least one Internet pro- 
tocol from the group consisting of newsgroup access, file 
sharing programs, file transfer protocols, chat room activ- 
ity, peer to peer chat activity and electronic mail activity; 



monitoring the Internet access activity; and recording the 
Internet access activity on a first database located within a 
remote server. 

[0013] | n y e t another embodiment of the present invention, a 

system for reporting Internet access activity of a selected 
computer user includes a remote server and a computer 
communicatively connected to the remote server having a 
monitoring program installed thereon. The monitoring 
program is configured to monitor Internet access activity 
of the computer user and record the activity on the re- 
mote server. The Internet access activity includes access 
to at least one Internet protocol from the group consisting 
of hyper text transfer protocol, network news transfer 
protocol, file sharing programs, file transfer protocol, chat 
rooms, peer to peer chats, and electronic mail. The re- 
mote server is further configured to generate a report in- 
cluding a plurality of portions, and each portion contain- 
ing a list of the recorded Internet access activity of one of 
the Internet protocols. The portions may further include a 
computer link to connect to another of the plurality of 
portions. 

[0014] | n st j|| another embodiment of the present invention a 
method of reporting Internet use of a selected computer 



user includes the steps of: a user voluntarily installing an 
Internet monitoring program on the computer, the pro- 
gram being configured to monitor Internet access activity 
of the user; monitoring the Internet access activity; gener- 
ating a report of the Internet access activity, the report in- 
cluding a plurality of portions; and providing a link on one 
portion of the report to electronically connect to at least 
one other portion of the report, wherein each of the plu- 
rality of portions contain information on Internet access of 
different Internet protocols. 
[0015] other features of the present invention will become more 
apparent to persons having ordinary skill in the art to 
which the present invention pertains from the following 
description and claims taken in conjunction with the ac- 
companying figures. 
Brief Description of Drawings 

[0016] The foregoing features, as well as other features, will be- 
come apparent with reference to the description and fig- 
ures below, in which like numerals represent like ele- 
ments, and in which: 

[0017] Figure 1 is a schematic of a monitoring system of the 
present invention; 

[0018] Figure 2 is a schematic of a method of monitoring and re- 



porting of the present invention; and 
[0019] Figure 3 is a schematic of one embodiment of a monitor- 
ing system of the present invention. 
Detailed Description 

[0020] | n general, the present invention can be realized as meth- 
ods or systems in hardware, software, or a combination of 
hardware and software of a computer system including a 
computer network system. The present invention can be 
realized in a centralized fashion in one computer system 
or in a distributed fashion where different elements are 
spread across several computer systems. Any kind of 
computer system, or other apparatus adapted for carrying 
out the methods described herein, is suited. A typical 
combination of hardware and software may include a gen- 
eral purpose computer system with a computer program 
that, when being loaded and executed, controls the com- 
puter system such that it carries out the systems and 
methods described herein. The present invention may also 
be voluntarily embedded in a computer program product 
(or any computer useable medium having computer read- 
able program code embodied therein), which comprises 
all the features enabling the implementation of the meth- 
ods and systems described herein and which when loaded 



in a computer system is able to carry out these systems 
and methods. 

[0021] Computer program or computer program product in the 
present context means any expression, in any language, 
code or notation, of a set of instructions intended to 
cause a system having an information processing capabil- 
ity to perform a particular function either directly or after 
either or both of the following: (a) conversion to another 
language, code or notation, and (b) reproduction in a dif- 
ferent material or electronic form. 

[0022] The present invention specifically relates to a voluntary 
Internet monitoring system and method for monitoring 
and recording Internet use of a particular computer user 
including web browsing activity, file sharing program ac- 
cess, news group access, chat room activity, file transfer 
programs access, e-mails sent and received, and the like, 
and providing a report to a third party recipient. This type 
of monitoring, when voluntarily initiated, may provide a 
user a method to minimize temptations to engage in In- 
ternet access activities considered objectionable to the 
user. If the user knows a third party recipient will have ac- 
cess to a report of his Internet access activity, thus elimi- 
nating the secrecy of the activity, he may refrain from 



such activity. 

[0023] The present invention also provides reporting features su- 
perior to existing monitoring programs thus enhancing its 
usefulness and effectiveness. The report generated in the 
present invention is capable of reporting the Internet ac- 
cess activity of the user and may also provide a link on 
one portion of the report to allow the user to computer- 
link to and access information related to different Internet 
protocol activities on different portions of the report. 

[0024] Turning to Figure 1, a monitoring system 20 of the 

present invention provides a system of monitoring the In- 
ternet access activity of a computer user and includes a 
selected computer 22 onto which a monitoring program 
24 may be installed. The user may voluntarily elect to 
have the monitoring program 24 installed on his com- 
puter to monitor his own Internet access activities. The 
"user" as used in this application refers to the computer 
user to be monitored who has voluntarily chosen to install 
the monitoring program 24. The system allows selection 
of one or more third party recipient who will receive re- 
ports, or have access to reports, of the Internet access ac- 
tivity of the user. 

[0025] The monitoring program 24 may be installed by down- 



loading the program directly from a remote server 26 
through an Internet connection or other suitable means, 
or may alternatively be installed manually by way of a pre- 
recorded media, such as a compact disc (CD). Before in- 
stalling the monitoring program 24, the user may make 
certain pre-installation elections such as who will be the 
recipient of information gathered with the monitoring 
program 24, how often reports will be updated and made 
available to either the user or a third party recipient, as 
well as other key parameters that will be discussed in 
more detail below. 
[0026] Once the monitoring program 24 has been installed on 

computer 22, computer 22 is communicatively connected 
to server 26 through an electronic connection, such as 
telephone lines, cable, fiber optics, electric power lines, or 
other suitable connection. When the user attempts to con- 
nect to the Internet, the user will be unable to gain access 
to the Internet without first establishing a connection with 
remote server 26. During or after the initial installation of 
monitoring program 24, the user may elect to have an au- 
tomatic connection to remote server 26 and thus, the In- 
ternet, or may have a prompt display on the screen of 
computer 22 indicating that a password is required to en- 



ter the Internet. This password would then connect com- 
puter 22 to remote server 26. Remote server 26 may in- 
clude any personal computer or other hardware system 
available and known in the art. Server 26 may be a single 
server or include a "server cluster" containing multiple 
servers. 

[0027] when monitoring program 24 is installed on computer 22, 
during any given session of Internet access all Internet ac- 
cess activity of the user will be recorded by the monitor- 
ing program 24 onto the remote server 26. These activi- 
ties may include the traditional web site protocols, such 
as hyper text transfer protocol (http) (i.e., web browsing 
activities), in addition to other protocols not presently 
able to be monitored by existing monitoring programs. 
These other protocols may include protocols used in file 
sharing programs (gnutella, fast track and other like pro- 
grams), news group access or network news transfer pro- 
tocol (nntp), chat room activity and peer to peer chats, file 
transfer protocols (ftp), and protocols for reading e-mail 
such as post office protocol 3 (pop3) and Internet mes- 
sage access protocol (IMAP), and protocols for writing or 
sending emails such as simple mail transfer protocol 
(smtp). As other new protocols are developed, the system 



may be reconfigured to add monitoring and reporting ca- 
pabilities for those as well. These may be added as pro- 
gram updates, new releases and the like. The Internet ac- 
cess activity being monitored may be routed over the In- 
ternet, compiled then stored in remote server 26 or in a 
database contained within remote server 26. 

[0028] | n one embodiment of the present invention as shown in 
Figures 1 and 2, remote server 26 may include a first 
database 28 wherein the compiled information is stored in 
a temporary file designated for the particular user. Peri- 
odically, this information may be routed through a pro- 
cessing program 27 and transferred to an optional second 
database 30, which may also reside within remote server 
26. Although this embodiment describes the use of two 
separate databases for storing the recorded activity, it is 
to be understood, that the information may remain solely 
within a single database and be processed and saved in 
that database. Alternatively, the system may function 
without a designated database and perform the storing 
and processing of the data within remote server 26 as 
shown in Figure 3. 

[0029] The information processing performed by processing pro- 
gram 27 may include sorting the access activity of the 



user, assembling a list of the Internet access activity, and 
assigning a score to each activity listed. In one scenario, 
the score may be assigned as a numeric indicator of the 
type of activity accessed. For instance, for a particular 
type of objectionable Internet activity accessed a high nu- 
meric score may be assigned such as a number between 
15 and 20. Likewise, a non-objectionable Internet access 
activity may be assigned a low number such as 0 or 1. An 
analysis program within the processing program 27 may 
analyze the Internet access activity and assign a score 
based on parameters such as keywords and image con- 
tent. Alternatively, instead of the default scoring system, 
the user or recipient may pre-select key words and/or 
other selected parameters to use for scoring purposes. In 
this scenario, a program will run for that particular user 
that assigns the score to the Internet access activity listed 
in accordance with the desired scoring for that user. For 
example, the user or recipient may select words to be 
given a high numeric score (i.e., words considered objec- 
tionable to that user or recipient), and words to be given a 
low numeric score. A variety of other scoring parameters 
may be included such as scoring based on the time of day 
(or night) the user engaged in Internet access activity, or 



the size of the file accessed by the user. Again, the score 
may be higher for activities logged late at night as op- 
posed to during the day. As an alternative to the scenario 
described above, the numeric scoring may be replaced 
with a relative scoring system. Under this type of scoring 
method, for a particular activity a letter or other symbol 
may be used that designates whether the activity is 
deemed objectionable or not. 
[0030] As shown in the schematic of Figure 2, after the informa- 
tion has been processed, it may be transferred to second 
database 30 where it is stored in a file assigned to each 
user. Within second database 30, reports may be gener- 
ated that sort and compile the stored information by a va- 
riety of parameters. Again, in the situation where only one 
database is utilized, the report may be generated within 
that one database. Alternatively, in the situation where no 
databases are utilized the report may be generated within 
the remote server itself. A typical report may include the 
date and time of access of each listed Internet access ac- 
tivity, the time period the user was engaged in the partic- 
ular Internet access activity, the name of the Internet ac- 
cess activity (e.g., http name, ftp name, pop3 name), the 
numeric or relative score assigned to the activity, or any 



variety of other information that may be desired. The re- 
port may also be sorted by a variety of parameters, such 
as sorting by the score assigned to each Internet access 
activity listed in the report. For instance, it may be desir- 
able to place the activities having the highest score values 
at the beginning of the report so the third party recipient 
may immediately review the more objectionable activities 
without searching through the report. Another feature of 
the report may include a comment section. The comment 
section may allow the user to type in a comment after en- 
gaging in a particular Internet access activity. For exam- 
ple, if the user conducted research for a school report, 
and visited a web site considered objectionable to the 
user, he may later access the report of that activity within 
remote server 26 and type in a comment explaining the 
visit to that site. The comment may then appear on the 
report to alert the third party recipient of the reason for 
the activity listed on the report. 
[0031] The report generated by the monitoring system 20 may 
also be uniquely configured to contain a plurality of por- 
tions, with each portion containing different information 
related to the monitored Internet activity. For example, 
the report may include a first portion having information 



related to web site access activity (http activity). On this 
first portion, one or multiple links may be provided to al- 
low the third party recipient or user to link from the first 
portion to another portion of the report. The other por- 
tions of the report may include a portion containing infor- 
mation on Internet access activity of the other Internet 
protocols being monitored. These other protocols may in- 
clude those used by file sharing programs (gnutella, fast 
track), news groups (nntp), chat room activity, peer to 
peer chat activity, file transfer protocols (ftp), and e-mails 
read (such as pop3 or IMAP) and e-mails written (smtp). 
Thus, the report may contain a portion corresponding to 
each of the different protocols being monitored. Links 
may be included on each of the different portions to con- 
nect and link to the other portions. This configuration al- 
lows for efficient reporting of the Internet access activity 
and allows for separate reporting on the various proto- 
cols. Rather than having to search through one large re- 
port containing all of the information, the user or third 
party recipient may quickly and easily maneuver through 
the various portions of the report. 
[0032] jo retrieve reported information, remote server 26 may be 
accessed directly by the remote third party recipient 



through an Internet connection. As shown in Figure 2, a 
report may be automatically sent to the third party recipi- 
ent and/or user at predetermined time intervals. Alterna- 
tively, an electronic message (e.g., e-mail, facsimile) may 
be sent automatically to the third party recipient and/or 
user with a reminder to access remote server 26 to check 
the report. Thus, the third party recipient and/or user may 
receive reports and other information from remote server 
26, or may access remote server 26 to view or request re- 
ports and other information. Another optional communi- 
cation between remote server 26 and the third party re- 
cipient may include sending the recipient a notice that the 
user has deleted that third party from the recipient list. 
Since the system is designed for voluntary monitoring, the 
user may elect at any time to delete, add, or replace third 
party recipients. 
[0033] while the invention has been described in conjunction 

with specific embodiments, it is evident that many alter- 
natives, modifications and variations will be apparent to 
those skilled in the art in light of the foregoing descrip- 
tion. Accordingly, the present invention attempts to em- 
brace all such alternatives, modifications and variations 
that fall within the spirit and scope of the appended 



claims. 



